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PT NGFW ot Positive Technologies
3awumaeT KkoprnopaTtuBHyto cetb Rambler&Co
OT COBPEMEHHbIX KNbepyrpos

RAMBLER&Co

O NMPOEKTE

OTpacnb:
Menva 1 pasBrnedyeHuns

PelueHne:
PT NGFW 2050 11050

MpounsBoanTenbHOCTD:
BbICOKasi MPOMnyckHas
CMNOCOBHOCTb A4 3aLLUNTbI
KopropaTBHOI ceTn

C pacTyLelt Harpy3Kkou

Cpok BHegpeHus:
Hauano 2025 roga, cpady nocne
nUNOTNPOBaHNS B KOHLe 2024

WHTerpaums:

PT NGFW nHTerpupoBaH

C CUCTEMOIN MOHUTOPUHra
MaxPatrol SIEM

LS ONepaTMBHOrO pearnpoBaHns
SOC Ha NHUNOEHTbI, a Takxe

¢ necoyHunuen PT Sandbox

1n NTA/NDR-cuctemoi

PT Network Attack Discovery

(PT NAD).

KpynHenwwuin megnaxononHr Poccum Rambler&Co, o6basumB B 2025 rogy

0 peanusaunuv cTpaTernmn pesynsTaTuBHON Knbepbe3onacHOCTU, Bbibpan A1s 3aLnTbl
CBOEl MHPPACTPYKTYPbl MEXCETEBOI 3KPaH HOBOrO MOKONEHWS, pa3paboTaHHbIN
komnaHunen Positive Technologies, — PT NGFW. o ntoram cpaBHUTENBHOIO
TECTNPOBaHUS poccuiickmx peweHunii umeHHo PT NGFW 6bin oueHeH genapTameHTamu
B n UT kak HanGonee Npon3BoanTenbHbIl, HAAEXHbIA 1 GYHKLIMOHAaNbHbIA NPOOYKT.
PesynstaTom BHeOpeHus cTana HagexHas 3almta oT Kuéepyrpos, LeHTpann3oBaHHoe

yrpaBneHne 1 ray6okas HTerpaumns ¢ CyLLECTBYIOLLER 9KOCUCTEMOI 6€30MacHOCTH.

. «Mbl npoTecTnpoBann HECKOJIbKO POCCUACKNX pPeLUeHNiA
1 No ntoram nuaotupoBaHus noHsnu, yto y PT NGFW xopowne
nepcnekTusbl. [locne NHTerpaumm Hawwm OXnaaHns NOHOCTbIO
onpaganucbk. Kpome Toro, y 6MsHeca eCTb BO3MOXHOCTb BNATb
Ha KOHEeYHyIo PpYHKUNOHaNbHOCTb 1 BuA, otedectBeHHoro NGFW —
BCe Hallu 06palleHns No Heo6xoaMMbIM [opaboTKam 6blin
peann3oBaHbl B NpoayKTe»

EBreHun PypeHko, fupektop no knéepbezonacHocT Rambler&Co

3apava

Mepen nogpazneneHusvmu UT n VIB komnanum Rambler&Co ctosn psg Kputmnyeckn
BaXXHbIX 3a0a4 B pamkax 06HOBNEHNS cTpaTerum Knéepbe3onacHoOCTH.
Ons nx peweHns NGFW gonxeH 6bin1 yooBneTBopSTh psay TpeboBaHMii:

B Poccuiickuit nponssoauTenb. Heo6X0anMO 6biNo HalTN OTeUeCTBeHHbII
MeXCeTeBOW aKpaH, CMOCOBHbIN 3aMeHUTb 3apy6exHble aHanory 6es notepu
B GYHKUMOHANBbHOCTY 1 MPOU3BOANTENBHOCTN.

B) HapexHocTb n ckopocTb. Tpe60Banoch 06ecreunTh BbICOKYIO CKOPOCThb
06paboTky TpaduKa N HaAEXHOCTb PaboTbl ANs 6ecrepe6onHoro
®YHKLIMOHNPOBaHNS MeanapecypcoB C MHOFOMUIIVIOHHON ayAnTopuen.

MpocToTa Murpaumn. KnioyeBbiv kKputepriem 6bIio Hanmymne npocTbixX
1 3PdEKTUBHBIX CLIeHapreB MUrpaLn ¢ NPenbiayLLnX PeLUeHNI.

@3 WHrerpauus B akocuctemy 6esonacHocTu. Hosblii NGFW gonxeH 6biTb
COBMECTIMM C yXXe NCMOoMb3yemMbiMu cuctemamum, Hanpumep MaxPatrol SIEM.

B MacwrabupyemocTb. PelleHrie [OmKHO 6bI0 BbOEPXNBaTb PACTYLLYIO
Harpyaky Ha KOpropaTUBHYIO CETb B CBA3V C BO3MOXHbIM YBENNYeHnem
KonMyecTBa pabounx MecT.
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PeweHune

Mocne TLWaTenbHOro NUIOTNPOBAHMS 1 OLLEHKIN POCCUICKIIX
BeHpopoB xonauHr Rambler&Co Bbi6pan pewenne PT NGFW 2050
n PT NGFW 1050 or Positive Technologies.

PesynbTaT

BHeppeHune PT NGFW npuHecno Rambler&Co 3HaunTenbHble yiyylleHns
B 061aCTn kKnbep6e3onacHOCTI, MOATBEPANB NPaBuIbHOCTb BbiGopa.

MpoakTnBHas 3awumTa OT yrpo3

Bonee 10 000 curHaTyp oT aKkcnepTHoro LeHTpa PT ESC, ncnonbsyembix
B Moaynax IPS, koHTpons npunoxeHni n URL-dnnstpaunm, obecnevymsatoT
HagexHoe o6HapyxXeHre 1 6noknpoBaHe aTak.

OnepaTtuBHOe pearupoBaHue SOC

ViHTerpaums ¢ MaxPatrol SIEM nosBonsgeT aHanutikam 6e30nacHOCT B pa3bl 6biCTpee
pearnpoBaTb Ha NHLUMAEHTbI 6r1arogaps cobbiTusMm dunstpauun tTpadrka ot PT NGFW.

LI.eHTpanlnaoBaHHoe ynpasneHue

Yno6Hag KoHLenums ynpasneHns BUPTyanbHbIMU KOHTEKCTaMU 11 FPYMNaMu, MOHATHbIN
API n paclumnpeHHas goKyMeHTaLms noBbicuin aphekTUBHOCTb paboTbl kKomaHab! VB.

Bbicoualiwas HageXHoCTb

CT1abunbHOCTb paboTbl MPOAYKTa 1 perynsipHble O6HOBMEHNS C HOBbIMU GYHKLMNSIMMA
noaTBepanIv ero 3penocTb. 3n0yMbILLAEHHKaM ¢ KoHua 2024 roga He yganoch
peann3oBaTb H OOHOIr0 HefoMyCTMOro COBbITUS.

OkcnepTHas nopaepxka 24/7

Cnyx6a TexHuueckomn nogaepxku Positive Technologies B cpegHem oTBevyaeT
Ha obpallleHre B Te4YeHre BCero 7 MUHYT.

. «Cpean npenmywects PT NGFW Mbl Takxe Bblaennnm
CTabUNbHOCTb Pa60oTbl, BbICOKYIO CKOPOCTb 3amnycka HOBbIX
bYHKUMIA C KaxabiM 06HOBNEHNEM NPOAYKTa, ONepaTBHYIO
1 KAUECTBEHHYIO TEXHNYECKYIO MOAAEPXKY.

EBreHunin PygeHko, fupekTtop ro knbepbesonacHoctn Rambler&Co

Bepudukauunsa akocuctembl 6esonacHocTn B Rambler&Co

CBoto 3aLyiieHHocTb Rambler&Co npoBepsieT Ha KnbepucnbiTaHnsx
Ha nnowanke Standoff Bug Bounty. C koHua 2024 roga xakepam He ynanocb
peann3oBaTh HY OQHOIO HEQOMYCTUMOrO COBbITUS MeAVNaxonanHra.

ptsecurity.com

2/3


https://www.ptsecurity.com/ru-ru/

V7 @ positive technologies

O Positive Technologies

Positive Technologies — oanH 13 nuoepoB B 06nacTy pe3ynsTaTMBHON
KnbepbesonacHocTn. KomnaHus 9BngeTcs BeayLLM pa3paboTyikoMm NPOAyKTOB,
peLueHnii 1 CepBNCOB, MO3BONSIOLLNX BbISBNSTb 1 MPEefoTBpaLLaTh Knbepataki fO TOro,
KaK OHU NPUYMHAT HeNMpremMneMblil yiep6 6U3HecCy 1 LienbiM OTPacnisgMm 3KOHOMIIKU.

Positive Technologies — nepBas n eguHCTBEHHas KOMMNaHng n3 cdepbl
KnéepbezonacHocTn Ha Mockosckon 6upxe (MOEX: POSI).
KonunyectBo akumoHepos npesbiwaeT 220 Tbicau.

. «bnarogapto Rambler&Co 3a poBepue n Boibop PT NGFW.
ToT dakT, UTo KPYNHENLWNA MeanaxonguHr CTpaHbl Boibpan

Ans 3awmnThbl oT Knéepyrpoz PT NGFW, nogreepxgaeT
yBEpPEHHOE BKJIIOUEHMEe NpoayKTa B UNCO NINAEPOB PbIHKA.
MHoroneTHss akcnepTn3a, 3anoxeHHas B ocHoBy PT NGFW,
He NpocTo obecneynBaeT 3alnTy B MOMEHTE, HO 1 NO3BONSeT
opraHu3aumamM aganTupoBaTbCs K akTyaslbHbIM Kn6epyrposam.
Hawa uenb — macltabupoBaTb 3Ty 3KCMNEPTU3Y Kak BHYTPU
CTpaHbl, Tak 1 Ha MeXAYHapOoaHOM YPOBHEY.

OeHunc Kopa6nes, yripasnsioLLmnii ANpeKkTop, ANpeKTop
no npopyktam Positive Technologies

TexHuyeckme xa PakTepncTnkn

YaTt npogykTa

E E KapTa pa3BnTNS NpoayKTa

TecT-gpans
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